
Scams – Some thoughts about how not to be suckered 

General 

Almost everyone has nearly fallen for a scam so don’t be embarrassed if you nearly get caught; learn 
from it and share the knowledge about how to avoid it. Scams can vary in size from relatively small 
amounts to something huge. This list will not be complete or anywhere near it as the scammers are 
continually trying to come up with new ways to get your money off you. 

When a scammer contacts you, they already know something about you; namely how they 
contacted you. As soon as you answer the phone, they also know that the line has a person at the 
other end, whether you are male or female and possibly something about your age. To scammers, 
information is money and if one scammer learns something about you, even if they don’t scam you, 
they may well sell on the information you provide to someone who succeeds. You need to try to 
rectify this imbalance by finding who they are claiming to be (and asking yourself ‘why would they be 
phoning me?’) and verifying that that is who they actually are (be wary of people with foreign 
accents claiming to have British names); do all of this without providing any more information about 
yourself. Another advantage of this approach is that the caller is probably working from a script and 
the more you can get them off their script, the more real information that you can get out of them. 
As soon as you are fairly comfortable that they have no valid reason to call you, put the phone down. 

In these days of social media, there is probably already a lot of information about you out there; and 
if they are going to get money off you, it is worth their while doing research. Indeed, you publish a 
lot of information about yourself – just think about your Facebook profile! Even if you don’t publish 
your birthday on Facebook, how often do friends who actually know you say ‘Happy birthday!’ to 
you on Facebook. You always need to remember that when you are saying something on social 
media, you are talking to the world; even if it is locked, we have all heard of social media companies 
being hacked. Information is money otherwise there wouldn’t be all these big companies trying to 
exploit ‘big data’ (‘Big data’ is basically a term describing the ability to cross-correlate and analyse 
data which was entered onto different computer systems which were previously separate; crooks do 
it as well as companies and governments). When telephone banking first came in, remember how 
often date of birth or maiden name was used for verification; now we choose to publish it! 

Another trick is to make you think that you need to do something NOW! So someone pretending to 
be from BT calls and talks about your phone line being disconnected, or your bank account being 
locked, or you get an email pretending to be from someone you know saying that they are busy and 
can you buy something for them (often Amazon vouchers which are associated with an email 
address). 

You will often see links & buttons to click in emails; you need to be extremely wary of these because: 

• In computer-speak, a link has 2 distinct parts a label which might say ‘RBS’ and a destination 
which a scammer may have made to point to somewhere entirely different but which 
possibly has been made to look like an RBS web site; buttons for you to click are exactly the 
same except the label is an image. Very often you can hover over a link and see what the 
destination actually is 

• Because link destinations can be exceedingly long, the computer industry came up with the 
idea of ‘short URLs’ such as bit.ly/ABCDEFGH; the problem here is that you have no idea 
where the short URL will take you 



• Another common technique scammers use is to use a domain name (part of a web address) 
which is very similar to the real one that they are pretending to be (e.g. paypalorders.com) 
so, if you decide to click, always check the characters in the web address very, very carefully 

Spoofing of both email addresses and phone numbers is common, so the phone number that you 
see calling you may not be the actual number that the call is coming from or the email address may 
not be the real one; also with an email, you may just see the name and not the actual address 
(abc@xyz.co.uk). Again, you need to check that you are communicating with the person or 
organisation with whom you think you are communicating. There are valid reasons why the 
technology to insert an alternative phone exists; for example a company has fewer phone numbers 
than employees so they may wish to either set it to ‘Number withheld’ or give the switchboard 
number. 

One scam related to email spoofing is that you get an email appearing to be from a friend saying 
something like: ‘I am very busy today. Please could you buy me some Amazon vouchers’. First of all 
check that this request really does come from your friend - but don't use the address the email came 
from, try another way as the account could be hacked or spoofed (and remember the Amazon 
vouchers are purchased in relation to the email address you use). 

Another standard email scam is sending an ‘invoice’ and requesting payment of it; always check that 
the invoice is for goods or services which you ordered and that the bank account details are correct 
for the organisation with whom you thought you were dealing. 

The phone system can also allow someone who has called you to hold the line after you have put 
your phone down so if someone asks you to call a number to check (not necessarily a good idea as 
discussed earlier) they may be able to intercept your call and pretend to be the person they asked 
you to call. The best approaches to minimise this risk might include calling 1471 or phoning a friend 
before calling that number and making sure that you get the response that you expect. 

Another common scam which has been made more prevalent by each of Covid and Brexit, is people 
pretending to be the Post Office or couriers or import agents saying that some extra charge needs to 
be paid prior to delivery. 

Phone scams sometimes involve getting you to phone premium rate numbers (0870, 0871, 0900, 
09xx) where the scam is that they get the extra call charges. The techniques to scam you on a phone 
[text messages] may be different in the means they use, but the end is the same. 

Before making any bank transfer to an account that you haven’t had valid dealings with before; 
check the sort code & account number with a trusted person from that organisation; it is often not 
possible to reverse these transactions. 

Many of the really large scams have involved pensions, property or wills; if you are approached, 
speak to an IFA or solicitor before doing ANYTHING! 

Advice 

• Start by being sceptical; you can still be polite whilst being sceptical 
• Always verify who is communicating with you and don’t just take their word for who they 

are 
• Don’t provide any information (at all) about yourself until you have both verified who they 

are and that they have a valid reason for contacting you 
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• Don’t be hurried into doing something, buy yourself time; e.g. I need to discuss it with my 
wife, dinner is burning in the oven, or whatever works for you 

• Remember that banks and building societies will NEVER ask for security information by 
phone or email 

• Never phone the number that a phone caller or email asks you to call when you want to 
speak to your bank, etc.; always have a record of a contact number which you already know 
to be valid 

• Similarly with emails, remember links and phone numbers in emails don’t necessarily take 
you where they suggest so always have a record of a contact email or web site address 
which you already know for your bank, etc. 

• If something appears too good to be true, it probably is! 
• When paying money, step back and do a sanity check before doing anything, and then check 

everything again 


